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Summary 

Because modern-day criminals are constantly developing new tools and techniques to facilitate 
their illicit activities, law enforcement is challenged with leveraging its tools and authorities to 
keep pace. For instance, interconnectivity and technological innovation have not only fostered 
international business and communication, they have also helped criminals carry out their 
operations. At times, these same technological advances have presented unique hurdles for law 
enforcement and officials charged with combating malicious actors. 

Technology as a barrier for law enforcement is by no means a new issue in U.S. policing. In the 
1 990s, for instance, there were concerns about digital and wireless communications potentially 
hampering law enforcement in carrying out court-authorized surveillance. To help combat these 
challenges, Congress passed the Communications Assistance for Law Enforcement Act (CALEA; 
P.L. 103-414), which among other things, required telecommunications carriers to assist law 
enforcement in executing authorized electronic surveillance. 

The technology boundary has received renewed attention as companies have implemented 
advanced security for their products — particularly their mobile devices. In some cases, enhanced 
encryption measures have been put in place resulting in the fact that companies such as Apple and 
Google cannot unlock devices for anyone under any circumstances, not even law enforcement. 

Law enforcement has concerns over certain technological changes, and there are fears that 
officials may be unable to keep pace with technological advances and conduct electronic 
surveillance if they cannot access certain information. Originally, the going dark debate centered 
on law enforcement’s ability to intercept real-time communications. More recent technology 
changes have potentially impacted law enforcement capabilities to access not only 
communications, but stored data as well. 

There are concerns that enhanced encryption may affect law enforcement investigations, though 
there is limited empirical evidence. If evidence arises that investigations are hampered, policy 
makers may question what, if any, actions they should take. One option is that Congress could 
update electronic surveillance laws to cover data stored on smartphones. Congress could also 
prohibit the encryption of data unless law enforcement could still access the encrypted data. They 
may also consider enhancing law enforcement’s financial resources and manpower, which could 
involve enhancing training for existing officers or hiring more personnel with strong technology 
expertise. 

Some of these options may involve the application of a “back door” or “golden key” that can 
allow for access to smartphones. However, as has been noted, “when you build a back door ... for 
the good guys, you can be assured that the bad guys will figure out how to use it as well.” This is 
the tradeoff. Policy makers may debate which — if either — may be more advantageous for the 
nation on the whole: increased security coupled with potentially fewer data breaches and possibly 
greater impediments to law enforcement investigations, or increased access to data paired with 
potentially greater vulnerability to malicious actors. 
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Fast-changing technology creates a challenging environment for crime-fighting. 1 According to 
former Attorney General Eric Holder, “[rjecent technological advances have the potential to 
greatly embolden online criminals, providing new methods ... to avoid detection.” 2 Technology is 
a two faced creature. On the one hand, it has enhanced the speed and ease of communication and 
legitimate business, providing a bridge across international borders. On the other, it has opened 
the doors for potential exploitation by a range of malicious actors. 3 

Just as the growth of technology offers advances and challenges, so does its security. The stronger 
the security features of our technology, the less vulnerable the technology may be. However, if 
the security is sufficiently strong, the technology and its associated information may become 
inaccessible to legitimate law enforcement investigations. This is one aspect of the current debate 
surrounding smartphone and other mobile technology and security. 

Smartphone ownership is on the rise, with 64% of adult Americans owning a smartphone as of 
October 20 14. 4 Smartphones have become valuable targets for hackers because, in part, of the 
breadth of personal information they contain. 5 Because of this, manufacturers regularly update 
their devices’ security features, and experts have encouraged consumers to take advantage of 
these features — such as locking smartphones with a passcode and encrypting the contents. 6 One 
current concern is that such strong security measures could not only keep out potential malicious 
actors, but legitimate individuals as well, including users who forget their passcodes or law 
enforcement with a lawful search warrant. 

This report provides an overview of the perennial issue involving technology outpacing law 
enforcement and discusses how policy makers and law enforcement officials have dealt with this 
issue in the past. It discusses the current debate surrounding smartphone data encryption and how 
this may impact U.S. law enforcement operations. The report also discusses existing law 
enforcement capabilities, the debate over whether law enforcement is “going dark” because of 
rapid technological advances, and resulting issues that policy makers may consider. 

The Technology Boundary: A Perennial Issue 

Technology as a boundary for law enforcement is by no means a new issue in U.S. policing. In 
the 1990s, for instance, there were concerns that increasing adoption of technologies such as 
digital communications and encryption could hamper law enforcement’s ability to investigate 
crime. More specifically, concerns have been whether these technologies coidd interfere with 
surveillance or the interception and understanding of certain communications. 
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